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Today’s Topic: Only one aspect of the FDA Wireless Guidance

Selection and
performance of
wireless
technology

Wireless
Coexistence

Quality of Service

Radio Frequency Wireless

Technology in Medical Devices

EMC of the
Wireless
Technology

Information for
Proper Set-up and
Operation

Security of
Wireless Signals
and Data
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Considerations
for Maintenance

Guidance for Industry and Food
and Drug Administration Staff

For questions regarding this document, contact Donald Witters (CDRH) at 301-796-2483 or by
electronic mail at donald. witters(@/fda hhs.gov or CBER s Office of Communication, Outreach

Document issued on: August 14, 2013

The draft of this document was issued on January 3, 2007.

and Development (OCOD) at 1-800-835-4709 or 301-827-1800

U.S. Department of Health and Human Services
Food and Drug Administration

Center for Devices and Radiological Health
Office of Science and Engineering Laboratories

Center for Biologics Evaluation and Research
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The FDA work began in 2007

and issued first Guidance in 2013

“If the RF wireless medical device is expected
to be used in proximity to other RF wireless
In-band (i.e., the same or nearby RF
frequency) sources FDA recommends
addressing such risks through testing for
coexistence of the device wireless system Iin
the presence of the number and type of in-
band sources expected to be in proximity to
the device.”
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RF Coexistence W& H.7e L4

Technical
Information
Report

Very recent action from standards group

AAMI TIR69:2017

« Recommendations for the process and guidance on performing a radio-
frequency (RF) wireless coexistence evaluation of a medical device as
part of an overall medical device risk management approach. Refers to
C63.27 as a foundation. Approved 28 February 2017

* Includes sample reports and additional information to aid in FDA
documentation

C63.27-2017 — ANSI Standard for Evaluation
of Wireless Coexistence

* Provides an evaluation process and supporting test methods to quantify
the ability of a wireless device to coexist with other wireless services in its
intended radio frequency (RF) environments. Published 11 May 2017
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AAMI TIRGY:
2017

Risk managemen
radio-frequen

American National Standard for
Evaluation of Wireless Coexistence

C63*®
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1+ 4 & 2k 50K ?
It IS not traditional EMI/EMC testing

 EMC Testing:
- EMI tests emission of unintended RF signals

- EMC tests susceptibility to signals other than the intended
frequency

« Coexistence Testing:

- Evaluates the ability of a device to maintain its functional
wireless performance (FWP)

- Tests both intended and unintended (interfering) signal
impact on the device

- Both co-channel and nearby frequencies

- Different radio modulation formats (concern: WiFi and
Bluetooth both at 2.4 GHz)
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Factors determining coexistence can be divided into two cateqories: g (%
Logical Layer and the Physical Layer

WKEYS
Standard Frequency Data Rate Range
Inductive Coupling <1 MHz 1-30 kbps <1im PY I I I I
\Wireless Medical Telemetry System 608-614 MHz >250 kbps 30-60m Con_SIder.a'tlonS When S_eIeCtIng the Medlcal
1395-1400 Mz, 1427- Device wireless modality
Medical Device Radiocommunication
Service 401-406 MHz 250 kbps 2-10m
413-419, 426-432, 438-444, . .
Medical Micropower Networks (“MMNs”)|451-457 MHz <Im ) RlSk based eva| uation and test meth OdS
Medical Body Area Networks (“MBANs") [2360-2400 MHz 10Kbps-1Mbps <lm . o .
02,113 WiFi 5 GHz 54 Mbps 120m o Testing to mitigate the risk to acceptable levels
802.11b Wi-Fi 2.4 GHz 11 Mbps 140m . .
B02.115 Wi-Fi 2.4GHz 54Mbps 140m o Medically-oriented report formats
802.11n Wi-Fi 2.4/5GHz 248 Mbps 250m
802.15.1 Bluetooth Class | 2.4 GHz 3 Mbps 100m
802.15.1 Bluetooth Class Il 2.4 GHz 3 Mbps 10m
202.15.4 (Zighee) 868, 915 MHz, 2.4 GHz 40 kbps, 250 kbps 75m
\World Interoperability for Microwave b5 GH 70 Mbps (fixed), 40 Mbps |Several
Access (WiIMAX) ' z (mobile) km
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ZRREE: FHESTE vs MESTE

Coexistence Factors: Logical Domain vs Physical Domain

OSI Layer
Application

Presentation

Session
Transport
Network
Data Link

Physical

KEYSIGHT

TECHNOLOGIES

Example

Human Interface
Compression
Permissions

TCP (end-to-end)

IP (addressing)

Error Detection,
Flow Control
RF Modulation,
Frequency

!

Logical
Domain

In a wireless network, typical functions in the
Logical Domain include Routing, System Capacity,
Battery Life, Reliability Margin, Spectrum
Utilization, End-to-End Error Correction, Session
Connectivity

In a wireless network, functions in the Physical domain
include Frequency, Modulation Type, Bit Rate

Physical

Interference Analysis now covers more than PHY
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* Dependent on three factors:

- Frequency: The probability of coexistence increases as the frequency separation of channels increases
between wireless networks.

- Space (range): The probability of coexistence increases as the signal-to-interference-ratio of the intended
received signal increases due to physical separation.

- Time: The probability of coexistence increases as the channel occupancy of the wireless channel
decreases.

« Coexistence is possible given one of the three following conditions:

- Adequate frequency separation between wireless networks
- Sufficient distance between wireless networks, effectively decreasing the signal-to-interference ratio (SIR) in each
- Relatively low overall occupancy of the wireless channel.

KEYSIGHT
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Problem #1: 3 &

Many devices trying to use the 2.4 GHz ISM Band

802.11a/g/n.. 802.15.4 (ZigBee) | 802.15.2 (Bluetooth)
(WiFi)
3 16 79

Non-Overlapping
Channels (2.4 GHZz):

Bandwidth 22 MHz= 5 MHz 1 MHz

* One way to increase the coexistence of heterogeneous networks is to employ adaptive
frequency hopping.
- The Bluetooth transmitter and/or the receiver senses the channels to establish which
of the 79 Bluetooth channels are free and busy.
- Bluetooth infers which channels are free and busy by observing the packet error rate
of each channel. If a channel has a high packet rate, it is identified as busy.

KEYSIGHT
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Problem #2: %= Iq]

What is the physical relationship between intended and
Interfering devices?

KEYSIGHT EEMSETFBEFIRAR 20
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Problem #3: B 4]

What signals are on the air at the same time?

WiFi WiFi BT | wiFi BT ZigBee ZigBee | WiFi

Time 2

« 802.11b/g contains abundant white space.
- 40-50% white space with maximum data rate

* The existing coexistence mechanism for ZigBee, such as carrier-sensing multiple access
(CSMA), are inadequate to utilize the white space.

» The default clear channel assessment (CCA) for 802.11b/g is that it only tries to sense other
802.11b/g signals.

- 802.11b/g does not defer their transmission even when there are existing ZigBee transmissions.

KEYSIGHT
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Z I ANS| C63.27 = &4 MK

Testing can be done for a variety of reasons — needs help!! S e |
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1. Conducted (Wired) Method (EUT = Equipment Under Test) 0y
. Unieende " Cimar g 220 RGNS =

» Performed by combining the evice 1 5= S0 ) 39 |

intended and unintended signals

and connecting them to an e

access port next to or in place of e

the antenna Gk
« Effects of the antenna are N EuT

Splitter/ Variable Companion
Coupler Attenuator #1 Device

excluded from testing

EUT ({2 H e
« Possible to account for MIMO,
beamforming, but difficult

J
Scpliltler/ _?/W (_
* Most repeatable but least

realistic test method = et _
iy V= e
Device2 * —
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2. Chamber/ Hybrid Method /”\

* The signals are generated by —
actual equipment, which is placed o bower
In a separate chamber to allow J/::::r:' i
control over the signal to which the
EUT is exposed

1
Circularly
« Channel effects can be accounted rotennas
for.
- Effects of the antennas are | merrence
Included in the testing Shine
Chambers

* Also used in NFPA radio testing[1]

[1] K. A. Remley and W. F. Young, "Test methods for RF-based electronic safety equipment: Part 2 — Development of laboratory-based tests,” in IEEE Electromagnetic Compatibility Magazine, vol. 2,
no. 1, pp. 70-80, 1St Quarter 2013.
doi: 10.1109/MEMC.2013.6512222

KEYSIGHT

TECHNOLOGIES



26

E ﬁ $ é /)\' ‘L jf 7‘£ 535?.’?5?’;‘!930'51.'3?31?“""

3. Radiated-Anechoic Method

« Semi or fully anechoic chamber

* Ensures that the environment Unintondod signal x | § =]
does not decrease the R
repeatability of the test results o oo s0ad
- Antenna effects are accounted P= — Companion
L . Line-of-Sight (Suggested) Device
for.
« Environment may not resemble
the deployment environment p——— = T

KEYSIGHT
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4. Radiated Open Lab Method

 No shielded room

« Designed to be able to test any
wireless device(s)

 Devices can be in LOS or NLOS
configuration

- Enables replication of the deployment
environment.

« Testing can be susceptible to
ambient signals

KEYSIGHT

TECHNOLOGIES
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X Separation distance between EUT
and interfering network.
(line-of-sight is recommended)

Line-of-Sight Deployment or
Non-Line-of-Sight Deployment

-y e B
=0 -
o=l ) 35 @
=

EUT
Companion
Device
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Based upon Risk Levels (Probability, Severity, etc...)

EUT Using Bluetooth:

Unintended Signal Recommended Keysight Instruments
Tier(3) Lowest Risk a single IEEE 802.11n transmission SRR o BT SETEl GEMEENEN AT

M9381A PXI Vector Sig Gen

N5182B MXG Vector Signal Generator or

Tier Medlum Risk Test A: Two 802.11n transmission M9381A PX| Vector Sig Gen

Test B: Two Adjacent-band LTE signals

N5182B MXG Vector Signal Generator or

Tier (1)Highest Risk Test A: Three 802.11n transmissions M9381A PXI Vector Sig Gen

Test B: Two Adjacent-band LTE signals

Spectrum Monitor n/a N9020B MXA, or N9914 Field Fox with RTSA

KEYSIGHT

TECHNOLOGIES
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A& R A

Accelerating Innovation

Based upon Risk Levels (Probability, Severity, etc...)
EUT Using 2.4 GHz WiFi:

Unintended Signal Recommended Keysight Instruments

|}
|

Tier @ Lowest Risk a single [IEEE 802.11n transmission N5182B MXG Vector Signal Generator or

M9381A PXI Vector Sig Gen

Tier @ Medium Risk Test A: One 802.11n transmission N5162B MXG Vector Signal Generator or

M9381A PXI Vector Sig Gen
Test B: One adjacent-band LTE signal U

Test C: One adjacent-band LTE signal L

Tier @ Highest Risk Test A: Two concurrent 802.11n transmissions
U and L channels

Test B: One adjacent-band LTE signal U
Test C: One adjacent Band LTE signal L

N5182B MXG Vector Signal Generator or
M9381A PXI Vector Sig Gen

Spectrum Monitor n/a

N9020B MXA, or N9914 Field Fox with RTSA

KEYSIGHT
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JE A Fl4E 5 (Unintended) £ 7|
See Annex A of C63.27 for Band-specific test gquidance

To test Bluetooth and BLE: To test WiFi at 2.4 GHz:
- Tier 3: single test: * Tier 3: single test:

- Single 802.11n signal 64 QAM * Single 802.11n signal 64 QAM
« Tier 2: two tests: « Tier 2: three tests:

« Two 802.11n signals 64 QAM

» Two adjacent-band LTE signals

* One co-channel 802.11n

* One adjacent-band lower LTE signal
_ » One adjacent-band upper LTE signal
e Tier 1: two tests:

* Three 802.11n 64 QAM « Two concurrent 802.11n lower/higher
» Two adjacent-band LTE signals CH

* One adjacent-band lower LTE signal

* Tier 1: three tests:

* One adjacent band upper LTE

KEYSIGHT
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Signal Simulation, Interactive Signaling, Form Factors

FEERUBEESKER

| 99008,

« Considerations: frequency range, precision, purity of signals, etc.
* N5182B up to 6 GHz, up to 160 MHz bandwidth signals

« M9383A PXle up to 44 GHz and 800 MHz bandwidth

« E8267D PSG up to 4 GHz Bandwidth

ES R TEEREDEHIBE T
 Signal Studio N7617B for WLAN, versions for WIMAX, Custom, etc.

X EESHERBESHENNIR{LE
* E7515A UXM Wireless Test Set for LTE up to 1 Gbps down, 100 Mbps up
* E6640A for “faceless” instruments in production test — 6 GHz BW x 4 channels

KEYSIGHT

TECHNOLOGIES

o




R&FEFMK Y RE L

- Identify the mtended EM environment

- Specity the FWP of the EUT

- Specity the evaluation tier to be used for assessing the FWP
- Choose a test method

- Specify the intended signal

- Specity the unintended signals

KEYSIGHT ~EMNETEFIRAAR
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« #£$T 800-810-0189 or 400-810-0189 3K 15 % #
» http://www.Keysight.com/find/medical

B & sk www.Keysight.com
WWW.ixiacom.com

* https://www.ixiacom.com/resources/wi-fi-and-

lte-coexistence-validation-methods
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